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Pre-Conscious Assessment of Trust: A Case Study of Financial and Health Care Web Sites
William Albert, William Gribbons, & Jindrich Almadas, Bentley University

The goal of this study was to determine the reliability of pre-conscious trust assessments of web sites.
Participants in Experiment 1 (n=72) viewed 50 screenshots of popular financial and health care home pages
in a random order in two separate trials. Each screenshot was presented for 50ms, followed by a mask for
150ms, followed by an assessment of trust on 9-point semantic differential scale from distrust to trust.
Results from a series of Pearson Product Moment Correlations showed that approximately one-half of the
participants were consistent in their trust assessments for the same web sites across trials. The correlation
between trust assessments on the first and second trials, averaged across all participants was statistically
significant (p<.001). Results from Experiment 2 (n=11), utilizing a different method for participant
participation, showed a similar pattern of results. These findings suggest that pre-conscious mind plays a
more significant role in assessing trust than previously believed.

INTRODUCTION

10.1518/107118109X12524441082027

Trust is a critical component of human relationships and the
relationships facilitated by technology-based services. At its
most basic level, Corritore & Wiedenbeck (2003) describe
trust as a “social lubricant” or “social capital” essential for
cooperative behavior between people (738). Trust in
technology-mediated experiences has garnered close scrutiny
over the past decade corresponding with the growth of
electronic financial transactions and the delivery of sensitive
electronic information through healthcare and government
services. In each case, the user must not only trust the integrity
of the sponsoring party but also the electronic experience.
To date, most research has focused on the conscious elements
of the trust relationship. Although considerable research exists
examining the pre-attentive assessment of other emotions, the
trust emotion has largely been ignored. As it relates to the
larger affective system, research examining the preconscious
experience confirms that some emotions are registered rapidly
and once registered build in the subconscious mind and
ultimately affect the larger conscious experience. Previous
research has examined the preconscious experience of simple
emotions: good-bad and positive-negative (Norman, 2004b).
More recent studies have examined more complex
assessments such as the attractiveness of faces (Olson and
Marshuetz, 2005) and web sites (Lindgaard, Fernandes,
Dudek, & and Brown, 2006). Our three-part study builds on
the work of Lindgaard et al (2006) and Olson and Marshuetz
(2005) to examine whether trust is assessed rapidly in the
preconscious mind in response to yet unknown visual
elements.
While much is known about trust and its effects on the
conscious experience, little is known about when and how it
might be triggered in the preconscious mind. Norman (2004a)
suggests that any trust existing in the technology experience is
largely the product of chance or happenstance. In stage one of
our study, we will examine the reliability of a rapid trust
assessment. In stage two, we will compare trust assessments
on pre-attentive and conscious levels. In stage three, we will
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attempt to trace any effect to design attributes. Finally, in
stage four, we will examine the effects of trust/distrust primes
on subsequent cognitive acts. It is the goal of this investigation
to first confirm the preconscious experience of trust and in
later studies to identify design elements that reliably trigger
trust and move the design of a trustworthy experience beyond
the likelihood of “chance.” This paper reports on stage one.

WHAT IS TRUST?
Despite the diverse range of contributions from equally
diverse disciplines, the vast majority identify attributes
registered at a conscious or reflective level. Corritore and
Wiedenbeck (2003) proposed two broad types of trust:
cognitive and emotional. Cognitive trust requires rational
reasons why this object merits trust while emotional trust is
motivated by strong positive feelings. Kim and Prabhakar
(2000) consider the views of sociologists and economists that
examine “how institutions are established and incentives are
used to reduce uncertainty associated with transactions among
relative strangers (538). Consistent with the uncertainty theme,
McKnight (2002) includes the predictability of the other party
in his perception of trust. Similarly Fogg (2003b) highlights
the importance dependability of the person, object or process
in his discussion of trust. Norman (2004a) and Corritore and
Wiedenbeck (2003) stress the importance of confidence and
meeting expectations in their definitions of trust. Norman
(2004a) aligns with Belanger, Hiller, and Smith (2002) and
Fogg (2003b), highlighting the importance of integrity and
reliability in their definition. While the terms vary –
dependability, predictability, and reliability -- the underlying
concept is remarkably similar. Riding, Gefen, and Arinze
(2002) and McKnight (2002) concurs on the role of integrity
in the trust relationship. Riding, Gefen, and Arinze (2002),
McKnight et al. (2002) and Fogg (2003b) stress the
importance of ability and expertise in their views of trust.
One the most dominant and reoccurring themes in research
related to trust is the role of risk -- without risk there is no
need for trust (Corritore, C. K., & Wiedenbeck, S., 2003 and
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McKnight et. al., 2002). Similarly, Kim and Prabhakar (2000)
defined trust as an individual’s reliance on another party under
conditions of dependence and risk. Considering that risk is a
function of the probability that a hazard arises and the
consequences of the hazard (537).
B.J. Fogg (2003a), founder of Stanford Persuasive Technology
Lab, identifies four elements of credibility: presumed:
assumptions in the mind of the perceiver; surface: simple
inspection or initial firsthand experience; reputed: third party
endorsements; earned: reputation built over time (130). Like
so many of the other perspectives, each of these elements
operates at some level of consciousness. Norman (2004a) also
draws a distinction between trust in a person and trust in a
system. In the latter, he emphasizes the importance of the
system performing precisely according to expectations (142).
Wakefield (2004) breaks out a separate category called “initial
trust” which is “characterized by lack of experience with or
firsthand knowledge of the other party or a new technology (p.
95). However, Wakefield limits his examination of factors that
build initial trust on a web site to conscious, cognitive factors
such as communication, opportunism, product brand quality,
and web site attractiveness. Focusing on trust in virtual
communities, Riding, Gefen, and Arinze (2002) define trust as
a “set of beliefs that the other party will refrain from
opportunistic behavior and will not take advantage of the
situation,” (275)
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testers. Limited demographic data were collected on a subset
of participants (n=21). The average age is 31, and 76% are
male. Participants reside in the US, UK, Canada, India, and
The Netherlands. All participants were compensated $10 for
their involvement in the study. Because this experiment
involved pre-conscious assessments, participant’s professional
and academic background was not a concern.

Apparatus
The study was conducted using Inquisit by Millisecond
Software. This software allows individuals to participate in
controlled experiments using their own computer in any
location, provided they have Internet access. All stimuli are
loaded directly on to the participant’s computer prior to the
start of the experiment to ensure consistent performance.

Stimuli
The stimuli consist of a total of 50 screenshots of web site
home pages. 25 screenshots are the home pages of financial
web sites; 25 screenshots are the home pages of health-related
web sites. Web sites represent the top 25 health care and
financial services companies from the Fortune 1000 list of
America’s largest corporations. The screenshots were captured
at a 1280 x 768 resolution.

Design
PRE-CONSCIOUS ASSESMENT OF AFFECT AND
VISUAL PRIMITVES
As discussed previously, traditional discussion of trust has
largely focused on conscious assessment of information,
source, and channel. Little research exists that examines
preconscious elements of trust. The purpose of this study is
not to challenge the conscious elements of the trust
relationship but to extend our understanding of trust by
defining an initial discrimination of trust at the preconscious
level. Generally speaking, any target processed at rates
quicker than 250ms, the speed of a fixation, is considered preattentive. Should this primitive foundation exist, it would add
yet another layer to the trust experience and have significant
implications for system design.

METHODS
The goal of the study is to determine the reliability of preattentive trust assessments. This is achieved by briefly
presenting visual stimuli in the form of popular financial and
health-related web site home pages and examining the
consistency of responses between participants’ trust
assessments across multiple exposures.

Participants:
72 participants took part in the study. Participants were
recruited through Utest, a panel of professional software

The study was set up as a within-subject design, whereby each
participant received the same set of screenshots across two
trials. In the first trial, 50 screenshots were presented in a
random order. In the second trial, the same set of 50
screenshots was presented in a new random order.

Procedure
Participants took part in individual sessions. Participants
accessed the study through their own web browser, at which
point they were given a brief description of the study and
agreed to participate. Participants were instructed to view each
image, and provide an assessment of trust along a semantic
differential scale from 1 (distrust) to 9 (trust). Based on pilot
testing, we knew some participants would have difficulty
assessing trust after an extremely short exposure (50ms). As a
result, we suggested participants rely on their initial “gut feel”
even if it is just a guess, as opposed to deeper contemplation.
Each screenshot was presented for 50ms, followed by a mask
for 150ms (see Figure 1). Displaying each screenshot for 50ms
is consistent with Lindgaard et al. (2006). From the
participant’s perspective, each screenshot was just barely more
than a flash of light. There was a one second delay after each
trust assessment and presentation of the next screenshot (see
Figure 1). After the first 50 screenshots, participants were
given an opportunity for a break before completing the second
set of 50 screenshots. The total time to complete the study was
approximately 15 minutes.
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Mask
(150 ms)

Blank
Screen
(1000 ms)

Trust
Assessment

(Up to 10
seconds)

Blank
Screen
(1000 ms)

Figure 1. Sequence of stimuli for each screenshot.

EXPERIMENT 1
Out of 72 participants, 8 were not included in the analysis due
to their response patterns. All of the removed participants
provided the same consecutive response for more than 50% of
the screenshots. For example, a participant may have entered a
“9” for their level of trust for 80 consecutive screenshots. This
type of response pattern strongly suggests strong satisficing
behavior, common when participants are taking part in an
online study and have a strong desire to receive the incentive,
while providing minimal effort. This concern is addressed in
Experiment 2.
The reliability of trust assessments was first evaluated by
examining the proportion of participants who reached a
statistically significant correlation between their responses in
trials 1 and 2. Table 1 shows that approximately one half
(48.4%) of participants showed a significant correlation in
their responses between trials at the p<.05 and p<.01 levels.
An additional 7.8% of participants (n=5) had a marginally
significant correlation, p<0.10. 37.5% (n= 24) of the Pearson
Product Moment correlation coefficients (r) were less than
0.20, and 76% (n=49) were less than 0.40 (see Table 2).
17.2% of participants (n=11) had a correlation coefficient
exceeding 0.50.
Table 1. Significance levels of each correlation coefficient for
all participants in Experiment 1
Significance # of Participants % of Participants
p<.01
21
32.8%
p<.05
10
15.6%
p<.10
5
7.8%
p>.10
28
43.8%

Table 2. Distribution of correlation coefficients for all
participants in Experiment 1
Correlation
Coefficient
<.10
.10 - .19
.20 - .29
.30 - .39
.40 - .49
.50 - .59
.60 - .69
.70 - .79
.80 - .89
.90 - 1.0

# of Participants % of Participants
11
17.2%
13
20.3%
12
18.8%
13
20.3%
4
6.3%
6
9.4%
3
4.7%
1
1.6%
1
1.6%
0
0.0%

Similar to Lindgaard et al (2006), we examined the average
trust assessment for the 50 home pages. Each data point
represents the average trust assessment based on all
participants for one screenshot, for each trial (see Figure 2).
The Pearson Product Moment Correlation Coefficient (r) was
0.81 (p<.001), indicating a significant association between
trials 1 and 2. The R2 value corresponds to .66, indicating that
two-thirds of the variance in trial 2 is explained by trial 1. It is
interesting to note that even though these 50 home pages
represent the top health-care and financial services companies
in the US, presumably with access to professional web
designers, there is considerable variability in perceived trust.
Trust Assesments for all 50 Web Sites by Trial (Expt 1)
6.5
6.0

Trial 2 (avg)

Screenshot
(50 ms)
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6.0

6.5

Trial 1 (avg)

Figure 2. Average trust assessments for trials 1 and 2 for all 50
home pages, averaged across all participants in Experiment 1.
Overall, the data from Experiment 1 suggest that trust is
processed at a pre-attentive level, at least with some
participants. Roughly one half of the participants showed a
statistically significant consistency between how they rated the
same screenshots across trials. Furthermore, there was a
highly significant correlation between trials for the average
trust assessment ratings for the 50 screenshots.

EXPERIMENT 2
A concern of Experiment 1 was possible disengagement by
some of the participants. 11% of the participants (n=8) were
removed from the analysis due to likely satisficing behavior.
In Experiment 2 we aimed to reduce the likelihood of
satisficing behavior by running the same experiment in a more
controlled environment. If we find a roughly comparable set
of results we can feel confident that the methods used in
Experiment 1 provided valid data.
Eleven graduate students from Bentley University participated
in the study, using the identical methods as Experiment 1, with
the exception that participants were in a class room setting.

Results
Seven out of the 11 (63.6%) participants achieved a significant
correlation of their trust responses between trials 1 and 2 (see
Table 3). This compares to roughly half of the participants in
Experiment 1 that reached a significant correlation between
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their responses in the first and second trials (see Table 1). A
Chi-Square test comparing the distribution of participants in
both experiments was not statistically significant, (p=.45),
suggesting that there are no significant differences in the
individual results from Experiment 1 and Experiment 2. The
Pearson Product Moment Correlation Coefficients (r) ranged
from 0.18 to .68, with five out of the 11 participants having an
r-value greater than .60.
Table 3. Significance levels of each correlation coefficient for
all participants in Experiment 2
Significance # of Participants
p<.01
p<.05
p<.10
p>.10

7
0
1
3

% of Participants
63.6%
0.0%
9.1%
27.3%

An examination of the average trust assessments for the 50
screenshots revealed a Pearson Product Moment correlation
coefficient (r) equal to 0.76, p <.001, with an R2 value of .54.
This is comparable to the results in Experiment 1, r = 0.81, R 2
= .66.
Trust Asesments for all 50 Web Sites (Expt 2)
6.5

Trial 2 (avg)

6.0
5.5
5.0
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all participants. If individuals were not able to process trust on
a pre-attentive level, there would not have been any level of
consistency between trials. This was clearly not the case.
This finding builds upon the work of Lindgaard et al. (2006)
by demonstrating that not only is visual attractiveness of web
sites pre-attentively processed, but also trust. Taken together,
this research suggests that the preconscious mind may play a
far more critical role in our conscious decision making and
judgments than previously believed. This has significant
implications for the design of not only web sites, but any
technology that requires some level of trust of the user.
Designers should be keenly aware of how visual primitives
such as color, closure, and size interact to influence trust
assessments on a pre-attentive level. Simply focusing on
content to relay the notion of trust may not be enough.
Stage two of our research will test the reliability of preattentive trust assessments by comparing trust assessments on
pre-attentive and conscious levels. Stage three will isolate
specific visual attributes to identify the drivers of trust (and
distrust). By doing this, we will be able to provide a set of
guidelines on how to design technology to enhance the trust
relationship between user and technology. In stage four we
will focus on how pre-attentive processing manifests itself in
conscious decision making and judgments. Are any biases
about trust developed at a pre-attentive level easily dismissed
at the conscious level as more information is acquired, or are
these biases a powerful force in shaping judgments and
decisions?

4.5
4.0
3.5
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Figure 2. Average trust assessments for trials 1 and 2 for all 50
home pages, averaged across all participants in Experiment 2.
Results of Experiment 2 are comparable to Experiment 1.
Roughly half of the participants achieved a statistically
significant level of consistency of trust assessments between
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of the 50 screenshots was also comparable, r=.81 in
Experiment 1, and r=.76 in Experiment 2, both significant at
the p<.001 level. Therefore, it appears as though collecting
data remotely (Experiment 1) or in-person (Experiment 2)
produces a consistent set of results.

CONCLUSIONS
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